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Compromise Operations

System Compromise:

When a system is compromised by an attacker, they bypass the traditional
security measures like IDS (Intrusion Detection System), IPS (Intrusion
Prevention System), and firewalls. Once these defenses are evaded, the attacker

establishes a connection between their system and the compromised one.
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Creating a Connection:
After compromising the system, the attacker sets up a Command and Control
(C2) Server, through which they can send commands, exfiltrate data, and

control the system remotely.
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2. DNS Tunneling

What is DNS Tunneling?

DNS Tunneling is a technique used by attackers to evade detection by
embedding malicious data within DNS queries. DNS queries are typically
allowed through firewalls and IDS/IPS systems, making it an ideal method

for data exfiltration.



Purple team ......coveeiiiiiiiiiiiiniiiiiiiiiiiiiiiiiiniiiiisiiiitnsiiitnnees Post-System Compromise

¢ DNSGLl s L

Jala s jlall ) raat JMA (e CalSH Cuindl () saalgall Lgeadiny 4385 4 DNS (3l
Aakail g 455l ol ol A (e Lgr lasdl oy L sale DN'S @iledlainl DN, clelacil
bl &) A5LY Alla 44 Hla Lelaay Laa < IDS/IPS

How It Works:
The attacker encodes data into DNS queries, which are then sent to a DNS
server controlled by the attacker. This method allows the attacker to bypass

security measures and exfiltrate sensitive data.
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3. Command and Control (C2) Server

Role of C2 Server:

The C2 server is the heart of an attacker's ability to control a compromised
system. Once the connection between the victim and the attacker is
established, the C2 server acts as the intermediary, allowing the attacker to

1ssue commands, extract files, and continue the attack.
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4. DNS Resolution and Data Exfiltration
DNS Queries:

When a user types a domain name like "google.com", the system resolves it to an
IP address. However, in a compromise scenario, an attacker can send DNS queries
containing encoded malicious data, such as passwords or sensitive files.
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DNS Tunneling for Data Exfiltration:
Attackers use DNS tunneling to bypass traditional security and exfiltrate data
without triggering alarms. They encode data like passwords or documents into

DNS queries, which appear as normal DNS traffic.
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5. RITA (Real Intelligence Threat Analytics)

What is RITA?

RITA is a tool used for network traffic analysis. It specifically looks for C2
Servers and other indicators of compromise (I0Cs). By analyzing ZEEK logs,
RITA helps to detect suspicious communication patterns and unauthorized access

attempts.
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How RITA Helps in Detection:
RITA analyzes traffic logs to identify potential security threats such as beaconing,
data exfiltration, and DNS Tunneling. It allows analysts to detect and respond to

advanced persistent threats (APTs).
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6. (10Cs)

What is an IOC?
An Indicator of Compromise (I0OC) is evidence that indicates a system has been
compromised. It helps investigators track the attacker's steps. For instance,

compromised servers or suspicious files can be identified as I0Cs.
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The Role of IOCs in Cybersecurity
I0Cs provide valuable information to help security teams identify a compromise

and investigate it further. This is the key to tracking malicious activity in an

organization.
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7. ZEEK Logs and Security Analysis

What are ZEEK Logs?

ZEEK logs are captured network traffic that provide detailed information about

network activity. They are crucial for detecting suspicious behavior.
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Summarizing Logs with ZEEK
ZEEK doesn’t show raw packet data like Wireshark. Instead, it summarizes the

logs, making it easier to focus on the relevant security data.
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RITA’s Role in Analyzing ZEEK Logs
RITA is used to analyze ZEEK logs to identify potential C2 servers and

suspicious traffic patterns, such as beaconing or data exfiltration.
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8. Beaconing and C2 Servers

What is Beaconing?
Beaconing refers to a technique where the attacker’s system continuously
checks for a connection to the compromised system, often every few seconds.

This behavior is often used to maintain persistence.
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How RITA Detects C2 Servers and Beaconing
RITA can detect beaconing patterns by checking for regular connections
between the compromised system and the C2 server. If beaconing is found, it

indicates that the system has been compromised.
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9. DNS Tunneling for Data Exfiltration

What is DNS Tunneling?
DNS Tunneling is a method where malicious data is encoded in DNS queries,
allowing attackers to exfiltrate data by hiding it in DNS traffic, which is usually

allowed through firewalls.
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Using RITA to Detect DNS Tunneling
RITA helps detect DNS tunneling by analyzing DNS queries and looking for

unusual patterns that indicate hidden data transmission.
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